
 

Control Data Theft and Power Management in Your Business 

“MEMORY STICKS, MOBILE PHONES, IPODS AND 

DIGITAL CAMERAS MEAN DATA THEFT AND SYSTEM 

INFECTION ARE A BUSINESS REALITY.” 

“A PC LEFT RUNNING 24 HOURS PER DAY WOULD USE 

£59 WORTH OF ELECTRICITY OVER A 12 MONTH 

PERIOD AND RESULT IN EMISSIONS OF 716KG OF 

CARBON DIOXIDE A YEAR.” 

The influx of portable storage devices and removable media has meant data theft is becoming an 
increasing threat to organizations. Devices such as USBs, Wi-Fi, FireWire, Bluetooth, iPods, MP3s connect 
seamlessly to company networks, without IT administrators having any knowledge that their company data 
is being exposed. 

Our endpoint security solution, Access Patrol, provides a comprehensive mechanism of securing company 
devices to minimize unauthorized access to proprietary information. 

Another challenge facing organizations is the unnecessary wastage of energy when workstations are left 
running after hours. With rising energy costs, administrators are turning to more effective solutions for 
managing energy consumption in the workplace. AccessPatrol provides that method of managing power. 
With a simple click of the mouse, computers can be remotely shutdown or booted. This function can also be 
scheduled to force a shutdown of the PCs at a specific time, e.g. after work hours and/or schedule PC start 
at the beginning of a work day. 

Control of External Devices: 

Access Patrol delivers control of access on these devices: 

Storage Devices:  

 USB (Removable 
disk, iPod) 

 CD/DVD/Floppy 

 Tape 

 External Hard Drives 

 Fire wire 

 SD Card/MM Card 

Wireless Devices:  

 Bluetooth 

 Infrared 

 Wi-Fi 

Communication Ports 

 Serial 

 Parallel 

Other  

 Imaging Devices 
(Digital Camera, 
etc) 

 Portable Devices 
(iPhone, Mobile 
Phones) 

 Sound Cards 

Allowed Lists and Scheduler 

Creates Policies Allowing; 

 Access by Specified Devices such as specific memory sticks whilst forbidding mobile phones. 

 Access by those devices only at certain times in the working week 

 Multiple policies per device such as access to certain machines but no others. 

Power Management 

AccessPatrol gives you the ability to remotely control the power functions of your workstation allowing 
shutdown/start of computers remotely at a specified time. 
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